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WELCOME

I

t is with sheer delight that we welcome you to
the maiden edition of CeBIH360 a
publication designed as an advocacy
pla orm to drive the digital economy agenda of
the Nigerian ﬁnancial industry in powered by the
Commi ee of eBusiness Industry Heads of
Banks (CeBIH). It is indeed, a dawn of a new era
at CeBIH and it is a great privilege to serve on
this team that bi hs this publication. Indeed,
there was no ambiguity when the new set of
executives assumed oﬀice as our Chairman
c l ea r l y a i cu l ate d t h e a g e n d a fo r t h i s
dispensation viz Collaboration, Advocacy and
Deepening Financial Inclusion.
CeBIH360 is a qua erly e-magazine poised to
s h o ot i nt e l l e c t u a l b o o s t s t o a d vo ca c y
campaigns around digitization of the Nigerian
economy for the beneﬁts of the industry and the
man on the street. In this edition, you will ﬁnd
that we called a ention towards the growing
and worrisome cyber fraud issue and its
debilitating eﬀects on the conce ed eﬀo s
toward wider ﬁnancial inclusion. The voice of
CeBIH is heard in our editorial about agency
banking and we gladly look forward to your
responses and opinions on our take. We did
some data crunching too and presented
regulatory policy information in a simple and
easily understandable format.

I

t is my honor to welcome the industry to this
2018 edition of the annual CeBIH Retreat and
by extension the launch of the digital
newsle er – CeBIH360.
Perhaps, it is an auspicious moment to recall
that CeBIH from its humble beginnings in 2008
has evolved into a credible pla orm to
aggregate the ambitions of practitioners and
industry heads and push same for
considerations and adoption by concern
regulatory and institutional bodies.
We are indeed, proud to say the records have
shown consistency and professionalism in our
activities over the years. It is a proud moment
for us to announce that this CeBIH360 has
indeed raised the bar a few notches higher.
This publication is envisioned as an instrument
of advocacy considering the work being done in
the process of digitizing the national economy.
The editorial team has worked tirelessly to give
us this beautiful and educating publication and I
am glad to present same to the distinguished
members of the e-business industry hoping you
will glean meaningful insights from it.

We also curated some industry events that you
should look forward to in the future and in which
we can carry fu her the conversations around
industry outlook. This is our humble oﬀering and
an open invitation to the industry eggheads to
rally around this publication and make it a true
representation of the industry in terms of
contributions, critiques and rejoinders.
I wish you a happy reading!

Gloria Eruemegbe
Editor-in-Chief

Stanley Jacob
Chairman, CeBIH

4

NEWS

Introducing:

The Newest
Member Of
CeBIH Advisory
Council

DELE ADEYINKA
Dele is the Chief Digital Oﬀicer, ALAT By Wema,
Nigeria’s First Fully Digital Bank. He is the
immediate past Chairman, Commi ee of eBusiness Industry Heads (CeBIH) in Nigeria.
Dele is a Ce iﬁed e-Business Consultant (CEC)
as issued by the Internal Council of Electronic
Commerce Consultant in the United Kingdom.
He is also a Microso Ce iﬁed System Engineer.
Dele has 25-year post-graduation work
experience both in IT and Banking Industries; a
well-grounded professional.
Dele will join the Advisory Council of CeBIH as
statutory for all past chairmen.
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FINANCIAL INCLUSION
Building Nigeria's Agent Network: The Journey So Far

E

arly in the year, the ﬁnancial inclusion
e co s y s t e m w a s j o l t e d w i t h t h e
announcement of the Shared Agent
Network Expansion Facilities (SANEF). The
SANEF project, which is a joint initiative of the
Central Bank of Nigeria (CBN), several
Deposit Money Banks (DMBs), licensed
mobile money operators (MMOs) and super
agents, involves the establishment of a
500,000-strong agent network over the next
few years.
It also places higher target priorities on the
geopolitical zones in No hern Nigeria where
ﬁnancial exclusion is predominant. The dea h
of ﬁnancial service points in several regions of
Nigeria, especially the No hern geopolitical
zones, is a ributed as one of the factors
limiting ﬁnancial inclusion.
The suﬀiciency of agents to serve the
Nigerian population has been a muchdebated argument. According to the CBN,
there were only 11,000 mobile money agents
in 2017. When compared with other countries
like Ghana with 140,000 agents; Kenya with
165,000; the distribution and access to
ﬁnancial services requires capacity.
While this collaborative initiative is admi edly
in the right direction, the scaling up to 500,000
agents is not without its unique challenges.
From our research incursion in the ﬁnancial
inclusion ecosystem, this a icle highlights
some of the operational issues in the hope
that it will guide the implementation of
SANEF and make it the revamped, vibrant
agent network Nigeria needs to achieve her
ﬁnancial inclusion targets of 80 percent by the
year 2020.

Agent Liquidity:
One of the primary agent activities/functions
is the provision of cash-in cash-out (CICO)
services. The ability of agents to serve
consumers cash over-the-counter is grossly
limited by their liquidity levels/status. Cashing
out, which involves the agent disbursing cash
to the customer in exchange for e-money, is
the primary activity at agent locations
(agents are more or less seen as mobile ATMs
a er all). This means the agent must have
signiﬁcant cash in hand if he’s to keep serving
customers.
Some agents have been able to mitigate
these liquidity challenges by providing agent
services alongside other businesses. Their
ability to manage liquidity and e-money ﬂoat
to cater cash-in (deposits) is a critical success
factor. Neve heless, liquidity sho alls where
agents run out of physical cash are still a
common reality.
Transaction Se lement Period:
In addition, an agent’s liquidity is fu her
constrained by transaction se lement
periods that are typically T+1 or T+2. The
delayed access to cash in the bank a er
providing cash-out services inhibits their
ability to operate. Hence to keep agents
serving, the CBN may need to revise the
transaction se lement framework and
include provisions for the instant se lement
of risk-free transactions, especially for micro
and small business enterprises providing
agency or merchant services.
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Agent Business Proﬁtability:
In the delivery of ﬁnancial services, agents
earn commissions on the provision of
transactions such as CICO, ai ime vending,
bill payments and the like. These commissions
are dependent on the CBN Guide to Bank
Charges. The current tariﬀ guide does not
ascribe any fees to cash-out transactions.
Hence, an agent that provides customers cash
for e-money will earn nothing! While the cashout example is an extreme, our research
revealed that without complementary
businesses, the notion of independent agents
is unsustainable.
This makes sense because the margins on
transactions are miniscule and require high
volumes to build a strong business case. These
h i g h vo l u m e s ca n o n l y b e d r i ve n by
widespread knowledge and awareness of
digital ﬁnancial services to drive utility (i.e.
transactions). Hence, a strong marketing and
awareness campaign with the aim of creating
top of mind awareness about DFS options and
agent services as well as building trust in these
solutions are a necessary complement to
SANEF.
Agents usually have to couple the agent
business with other commercial activities. The
most popular businesses among the agents
we interviewed included business centers,
provision stores, IT sales and repair shops and
sales of recharge cards. Thus, in recruiting new
agents, a ention should be given to already
established micro and small business
entrepreneurs.

Agent Skills and Capacity Development:
As opposed to traditional ﬁnancial service
provider channels, agents will become the
front-line service delivery channel with
responsibilities encompassing customer
service and trust building. With regards
customer service, how will agents’ capacity be
developed to ensure customer complaints
and other enquiries are handled and resolved
on time? Will agents have such
responsibilities, or will these be centralized
and managed by the ﬁnancial services
provider? On trust, the skepticism around
digital or electronic services is still relatively
high; hence how will issues related to building
trust and conﬁdence be addressed? What
about agent fraud issues? What happens
when transactions fail? In essence, careful
thought on agent development through
capacity building programmes should form
pa of the SANEF strategy.
The race for 2020 is on. Building a shared
agent network that is half a million strong is
bodacious and the SANEF initiative, if
executed well, will be pivotal in meeting the
NFIS targets but the stakeholders — CBN,
DMBs, MMOs and super agents — need to be
meticulous and complement action with
informed strategy and the right pa nerships.
By Michael Ogbaa
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EDITORIAL

T

HERE are indications that investments in
digital economy will generate $88 billion
and create three million jobs for
Nigerians before the end of 2021. To accelerate
growth and modernize the Nigerian economy,
Nigeria is developing a digital-led growth
strategy for the Nigerian economy: “The Sma
Nigeria Digital Economy Project”.The objective
of this project is to solve eﬀiciency problems
and create leap frog oppo unities in the
economy, improve competitiveness and foster
technology development and innovation more
generally. The Sma Nigeria Digital Economy
Project is the government’s response to an
area of intense economic and technological
activity by Nigerian youths, where there is a
growing pool of talent. It is a sector of the
economy where the private sector already has
ownership.
The role of government would therefore be to
ensure a sound so regulatory environment
and hardware infrastructure to foster rapid
growth of this area. E-commerce is an area of
global investor conﬁdence in Nigeria. The
ﬁgures show that Nigeria is one of the leading
IT markets in Africa, where there has been a
rapid surge in the development of ecommerce businesses. According to
Euromonitor International Market Research, ecommerce advancements have been most
notable in Nigeria because of the surge in
te l e co m i nve st m e nt s a n d s m a p h o n e
purchases which have fueled growth in
internet usage from 20% in 2009 to 41% in 2014.
According to Euromonitor International data,
Nigeria has the largest online market
pa icularly for apparel and footwear in Africa,
which is expected to grow from US$104 million
in 2014 to US$1,077 million in 2019, due to the
dynamic development of trusted e-tailers,
Jumia and Konga. FinTech has the potential to
unbundle and restructure the existing ﬁnancial
services and pave way for globalized ﬁnancial
services through enhancing ﬁnancial inclusion,
not only in advance economies but also in

emerging economies like Nigeria where
ﬁnancial services are not as widely spread but
sma phone usage is increasing.
The payment industry underlines all
commercial activities and indeed opens more
vestals of possibilities in enabling commerce in
ways we never thought possible. This industry
therefore needs to be encouraged and
mobilized in positioning for the oppo unities
in the future. Payment in the overall digital
economy activities are key for diversiﬁcation
because they are systemic. Digital ﬁnance
solves local economic problems, with local
content; expanding knowledge and education
in the process and deepening integration with
the global economy. The relevance of the
internet economy are the spin-oﬀ beneﬁts for
the modernization and diversiﬁcation of the
Nigerian economy; and, solving eﬀiciency
losses.
There is a growing concern over the rising trend
of electronic fraud across key sectors of the
Nigerian economy. The menace which follows
wide acceptance of new methods of mobile
money and electronic banking and payment
systems has been discovered to cost the
country a whopping N197.9 billion annually. The
troubling development ﬁnds a fe ile ground in
more than 90 per cent Nigerian organizations
found to be operating below the pove y line,
which signiﬁcantly exposes them to cyber
security risks. This aﬀects almost all the key
sectors, pu ing the whole economy at the risk
of collapse if nothing is done fast to
checkmate the tide.
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Sectoral Cyber-a acks:
Banking Hacking has become a real menace
for banks as they have become targets both
internally and externally, experiencing losses
in billions of naira. Recently, Nigerian banks
were among the ones targeted by the No h
Korean hacker, Lazarus.
The Central Bank of Nigeria, CBN, rates efraud as the biggest risk in the sector which
has widely incorporated electronic payment
solutions such as Automated Teller Machines,
ATMs, NIBBS Instant Payment, NIP, and mobile
banking. Customers are experiencing losses
and inconveniences, a er their banks become
targets of cyber frauds.
Some innovations and banking applications,
pa icularly, those that have single inte ace
that can be used across multiple banks, are
said to be pa of the solutions heightening efraud in the sector. However, the banking
sector has been advised to invest more on
intelligence gathering and information
sharing if there is any hope of mitigating
cyber frauds that come with digital banking
and payment solutions.

Education:
Another sector that hosts cyber fraudsters is
the education sector. Fraudsters are seen
compromising and defacing websites used
for various key processes by academic
institutions. For instance, the JAMB website
w a s re ce n t l y re p o e d t o h a v e b e e n
compromised by a number of hackers from
diﬀerent states who had tampered with the
r e g i s t r a t i o n o f t h e U n i ﬁ e d Te i a r y
Matriculation Examination, UTME.
This growing menace has restrained some
academic institutions that use their websites
for grading, examination administration and
registration from having total reliance on etools. Meanwhile, the education sector has
been advised to ensure adequate website
security and as well put measures in place to
detect and respond to such incidences.
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Mobile services:
Mobile services, pa icularly mobile money is
growing across Africa and becoming one of
the new technologies widely accepted for
ﬁnancial services. This acceptability has seen
it deployed into other sectors including the
h o s p i t a l i t y, b a n k i n g , t ra n s p o a t i o n ,
telecommunications, e-commerce,
government and other sectors. This positive
development poses its own dangers as
fraudsters have discovered a haven in
compromising the pla orm. Hackers are now,
exploiting the weak security controls around
the mobile money pla orm to steal millions of
dollars from hapless victims.
Cyber Security Repo :
A 2017 Cyber Security Repo raised serious
alarms at the level of vulnerability among
m a ny o rg a n i z at i o n s a n d g ove r n m e nt
agencies across the country. The repo also
gave a damning verdict of the country's
future if measures are not put in place to
arrest the current trend, even as it broke down
the country's losses annually, to cyber-a acks.
The repo put together by some ICT industry
stakeholders was suppo ed by the Nigerian
Communications Commission, NCC, Central
Bank of Nigeria, CBN, security agencies and
various telecom organizations and
associations. The repo revealed that: “Over
90 per cent of people aﬀected by cyber
bullying ranged from the common citizen to
media personalities and even government
oﬀicials, while over 81 per cent of cyber
security incidents either goes unrepo ed or
unsolved.” As a result of these factors, Nigeria
loses $649m annually to cyber-a acks even
with a worrisome record of having the lowest
number of cyber security expe s, according
to the repo . Key ﬁndings of the 2017 Cyber
S e cu r i t y Re p o a re t h at t h e cost of
cybercrime in Nigeria in 2017 was $649 million,
(approximately N197.9 billion) with the
banking sector still the most targeted
industry in the country

Loss breakdown:
A breakdown of the cost shows that Insider
Threats is $194 million, representing 30 per
cent; a acks on computer are valued at
$130million, representing 20 per cent; social
engineering and identity the costs Nigeria
$97 million, representing 15 per cent, while
email spam and phishing frauds are put at $78
million, representing 12 per cent. Others are
data exﬁltration – $65 million, representing 10
per cent; online fraud scam – $52 million,
representing 8 per cent and Ramsomeware –
$33 million, representing 5 per cent.
The repo also ﬁnds that Fake News, Insider
Threat, Ransomware, Cyber Pyramid Schemes
and Phishing are the top trends and issues in
the cyber security ecosystem. The objective
of the 2017 Cyber Security Repo is to provide
a view of the ever-changing cyber security
threat landscape and enable organizations to
make informed risk management decisions.
Presenting the repo , Chairman of Demadiur
Systems, Mr. Ikechukwu Nnamani, said that
Nigeria's lowest ranking among countries with
cyber security expe ise, was a combination of
two things: “Lack of knowledge: Except
repo s like this come out, people will not
know because if you don't have data, you
won't be able to know where you stand and
what to do. “Secondly, there is no clear-cut
program to train people and get them
ce iﬁed to secure the system. Before now,
programmes on cyber security have never
been a priority to the country..
However, people are now beginning to push
that Nigeria must raise the level of cyber
security awareness.” Nnamani said that the
reason people and organizations conceal
cyber-a acks could be to protect their
reputation, knowing how people will feel on
discovering how unsecured they are. He,
however, added that “some of the companies
don't even know till a er the a ack; they don't
want to feel embarrassed when people know
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such a thing happened to them. Also, if it is an
insider source, they would want to keep it inhouse, which is unfo unate. But I think such
organizations can open up to us strictly on
conﬁdentiality condition,” he advised.
Volume Of Fraud(Percentage per pla orm)

ATM
POS
WEB
ACROSS COUNTER
eCOMMERCE
MOBLIE
INTERNET BANKING

Considering that all these a acks have to do
with ﬁnancial transactions, one begins to
wonder how well the CBN is carrying out its
mandate of providing a credible, reliable and
eﬀicient payment system in the country, as
enshrined in the CBN Act, 2007. However, an
oﬀicial of CBN’s Banking and Payment
Systems Depa ment, Mr Taiwo Oladimeji,
shares with some of the measures the apex
bank has put in place to clean the system and
ensure ﬁnancial transactions in the country
are done with peace of mind.

PIN tech, CBN in 2016 also introduced Second
Factor authentication for internet banking
processes, mandating all banks to comply
immediately. Second Factor authentication
means allowing internet bank customers to
have alternative key measures apa from
passwords, which can also authenticate them.
The third strategy Oladimeji listed was the
N o n - E M E e n v i ro n m e n t w h i c h m e a n s
environments in customer’s debit cards that
could also allow them to use the magnetic
stripe technology wherever it is accepted. He
contended that “besides all these, the CBN
also established the Nigeria Electronic Fraud
Forum, NeFF, to combat fraudulent activities
in the banking industry, pa icularly those
associated with increased use of electronic
payment systems.
“The Forum set up eﬀective mechanisms for
receiving and responding promptly to fraud
ale s, to help manage and reduce electronic
payments fraud in the country’s banking
industry. It also mandated banks and payment
service providers to put in place a 24/ 7
industry fraud desk with dedicated telephone
lines for faster resolution of customers’
complaints. “We also put in place BVN. It is an
initiative that has become successful and
popular in Nigeria and it spells out a number
of infractions and penalties for diﬀerent
categories of infractions, even as we have
been training more enforcement agencies as
well as coordinating awareness campaign in
the industry,” he added.
By Nmutaka Chikwendu

Oladimeji listed them to include the
introduction of Chip and PIN technology in
2009, which has a far more secure inte ace
than the magnetic stripe technology used
prior to the time, with its a endant easy
identity and authorization manipulation.
He also said that in addition to the Chip and
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Payment Service Banks Guidelines: A Review

A

few months ago, the Central Bank of Nigeria
(CBN) proposed the creation of a new set of
ﬁnancial institutions, called Payment
Service Banks (PSBs). By leveraging technology,
these new institutions are expected to drastically
enhance access to ﬁnancial services for low income
earners and the unbanked. But from all indications,
PSBs might not have much impact on the CBN’s
ﬁnancial inclusion penetration goal. The dra
guideline for the licensing and regulation of the
Payment Service Banks (PDF) speciﬁes the limited
functions of these banks.
Apparently, the PSBs are allowed to oﬀer only highvolume, low-value transactions in remi ance
services, micro-savings and withdrawal services.
And their target customer base is restricted to
individuals and small businesses. These PSBs
cannot give loans, advances or trade in foreign
exchange markets except for remi ance within the
country. They can’t evaluate the risk and exposures
of potential clients, which is obvious since they
can’t oﬀer loan services. No doubt, this move would
increase the population of Nigerians with a bank
account. But ﬁnancial inclusion is beyond just
maintaining a bank account and making payments.
It encompasses a broad range of formal ﬁnancial
services asides savings, and it’s not limited to
payments, loans, insurance, and pension products
and services.
Fu hermore, the PSBs can make any other form of
investment except pu ing money in government
securities which are considered low-risk. There’s a
high degree of ce ainty for the securities to get
returns and as at when due. CBN, with this
g u i d e l i n e, co n s i d e r s te l e co m m u n i cat i o n s
companies (telcos) eligible promoters of a
Payment Service Bank. But it has to be through a
subsidiary of the telco. The consideration of the
telcos could be a result of an agreement reached
between the apex bank and the Nigerian
Communications Commission (NCC) earlier in the
year to fu her the cause of ﬁnancial services in the
country. In spite of the gesture, the only possible
result is an increase in the number of Nigerians with
a bank account. Beyond telcos, mobile money
operators (MMO) are also eligible promoters as
they can conve to service bank. Other eligible
promoters of the banks include banking agents
and retail chains. It’s going to be a plus for the
MMOs as the guideline points out that the PSBs are

expected to leverage technology to oﬀer ﬁnancial
services, which they are already doing to serve their
customers at the moment.
However, any MMO that conve s to a PSB would
have to invest in infrastructure as the banks are
expected to have not less than 50% physical access
points in rural areas. They are also expected to
maintain Automated Teller Machine (ATM) in some
of these areas. PSBs are allowed to serve their
customers through banking agents — mostly retail
outlets — which implies that the likes of telcos and
MMOs that already maintain a network of agents
are be er positioned to run PSBs. Since the banks
can only invest in government securities, there
appears to be not much incentive for the PSBs,
especially regarding the se ing up of ATMs in rural
areas considering the cost of set-up and that of
maintenance.
And transferring the cost burden to customers as
currently obtainable is probably going to be the
dealbreaker for people in the rural areas. It could
end up being a case of “I’d rather just keep my
money under my pillow than have it in a bank where
I’d be paying unnecessary charges.” Currently,
ge ing a PSB license requires the payment nonrefundable application fee of 500,000 and
licensing fee of 2 million — which is also nonrefundable — with an evidence of minimum capital
deposit of 5 billion in their account and to be
veriﬁed by the apex bank. PSBs are also expected
to have coordinating centers in clusters of outlets
to enable them to manage the activities of various
access points and agents. Fu hermore, these
centers are expected to have help desks as well as
their main oﬀice.
All these are not cost eﬀective, not forge ing the
fact that the promoters would be se ing up these
banks as proﬁt-making ventures and not for
charity. And it appears these PSBs would end up
becoming another set of commercial banks with
‘Payment Service Bank’ at the end of their names.
Account holders with Nigerian commercial banks
complain on a daily basis about bank charges and
the PSBs with li le incentives might reso to bank
charges to stay aﬂoat.
By Celestina Appeal
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